
Consent: A Foundation for Governance

Societal and
individual objectives

Sociotechnical systems

Autonomy

Responsibility

Governance

Consent reasoning
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What Makes
Consent

Worthwhile?

Moral
legitimacy

Help or
intrude

Moral magic

Legal
legitimacy

Borrow
or steal

Shift
account-
ability

Override
defaults
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Parties to Consent

Traditionally

Consenter
g

Consentee
g
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Parties to Consent

In computing, apparently

Consenter
g

Software
3
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Parties to Consent

In computing, actually
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Parties to Consent

With AI agents, user to agent and agent to agent

Consenter
g

Agent
3

Agent
3

Consentee
g
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Responsibility
in AI

Respon-
sible
AI

How to build,
deploy AI apps

Static picture

Design
methodologies

Value-based
design

Respon-
sible

autonomy

How an agent
behaves

Decision
making by AI

Follow
own values

Respect
others’ values

Consent
is crucial

Develop
responsible
agents

Understand
responsibility
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Motivations
for Consent

Exercise
one’s

autonomy

Discretion to
violate norms

Grant powers

Respect
others’

autonomy

Receive power

Strengthen
norms

Societal
benefits

Engender
trust in AI

Align norms
and values
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Adequacy of
Representation

Meta-
physical

Autonomy

Others choose
their values
& interests

Gain
legitimacy

Episte-
mological

Heterogeneity

Don’t know
others’ values
& interests

Gain
confidence

Heuristic Efficiency

Volenti maxim
Ensure

legitimacy

Gain
contestability

[McCarthy & Hayes, 1969]
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Where Do We
See Consent?

Political
science

Consent of
the governed

Vacuity
through

tacit consent

Legitimacy
from value
alignment

Business
contracts

Not intent

Not efficiency
or fairness

Not
enforcement

Social
relations

Emphasize
trust

Renegotiate
if exceptions
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Notice and
Choice

Popular in
computing

Inform user

Obtain
approval

Easy to
implement

Problems

Power
difference

Lack of
understanding

Loss of
context
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What is
Consent?

Mental
action

Internal choice

How can
norms arise?

Commu-
nicative

act

Confers
powers

How can there
be mistakes?

Pragmatic,
social
action

Mental and
communicative

Can be
evaluated for
legitimacy

Munindar P. Singh (NCSU) Social Computing and Decentralized AI Fall 2024 201



Habermas’
Validity Claims

Objective

Is it true?

Empirical

Subjective

Is it sincere?

Appropriate
beliefs,

intentions

Practical

Is it justified?Suited to
its context
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Criteria for Valid Consent

Visibility Consent is observable, i.e., a communication



Criteria for Valid Consent

Free Will Consenter acts without being coerced



Criteria for Valid Consent

Truth Consenter’s beliefs are true and complete



Criteria for Valid Consent

Capacity Consenter is mentally fit



Criteria for Valid Consent

Cognition Consenter believes and intends to



Criteria for Valid Consent

Attention Consenter exercises mental faculties



Criteria for Valid Consent

Statutes Consenter meets statutory criteria, e.g., age



Criteria for Valid Consent

Power Consenter is not subjugated by consentee



Criteria for Valid Consent

Honesty Consentee does not mislead consenter
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Habermas’
Validity Claims
for Consent

Objective

Visibility

Free will

Truth

Subjective

Capacity

Cognition

Attention

Practical Statutes

Power

Honesty
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Criteria for Valid Consent
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Challenging Cases
▶ Free will: avoidance of coercion

▶ No one forces the consenter to check a box or install an app

▶ Truth: The consenter has the right background knowledge

▶ Confusion about identity (Heidi Hurd)
▶ You install Chroem thinking it is Chrome, which you wanted

▶ Cognition: The consenter is in the right mental state

▶ You wanted to open the Chrome app, not to install the new
version with ads

▶ Power: The consenter chooses (hence free will) but only because they
feel like they can’t say no because of the consentee’s power

▶ Invalidates consent because of the power disparity

▶ Honesty: The consentee reveals the proper information

▶ You agree to invest your life savings in a real-estate venture
because your accountant doesn’t disclose they will get a
commission: invalid consent
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Challenging Cases

Free will is about exercising choice and power overrides the free will

Free will Power Example

Satisfied Satisfied You install a gaming app by yourself
Satisfied Violated You install Moodle because the TA asks you to
Violated Satisfied A stranger takes your picture in public
Violated Violated A car rental company places a tracker in the car you rent

Truth is about the consenter and Honesty is about the consentee

Truth Honesty Example

Satisfied Satisfied You know ads will interrupt a video;
YouTube tells you it will show ads

Satisfied Violated You know the app will drain your battery
the app falsely says it is efficient

Violated Satisfied You think Alexa won’t listen to your private conversations
the app says it listens to everything

Violated Violated You think the app won’t drain your battery
the app falsely says it is efficient
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Evaluation
Consider each of the consent criteria in turn

▶ X installs an app on Y’s phone by coercion/trickery

▶ X is a parent/spouse/child of Y

▶ Y is a minor or suffering from dementia or neither

▶ The app monitors Y’s location/actions and reports them to X in
detail/aggregate

For the cartoons

▶ Assume a nonironic interpretation

▶ To avoid vacuous answers, assume consent had been given tacitly
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Challenges for
Sociotechnical

Systems

Commu-
nication

Norms

Argumentation

Bridging
ethics
and law

Duty Discretion

Design
methods

Values

Consentability

Formal
Verification

Quandaries are
not enough

Procedural
justice

Continual
adaption

Dialogue
with users

Consent
in context
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